2 i el A 0 ‘




S

EXEBERAE El=
STATE Gﬁm = % .

CORPORATION OF CHINA

201152, RRARAEM ST EIEE R u— M/ RIZFB SRR, Eafnft
IRZEBULEER] "B BT, 1/5HBOIURIE. B2010F8RiZzBEREMAEE
BifE, FRBFRESTERAE, BEERRNANEZBLERSHE, — &N E
9" (Stuxnet) RUSEERRES, RATFEZEL, SEKESOILEERIF.

{2. el S B R J

3. m™EBLEM

1. “BR” mEwhE | =T &) cxnnm
P .

voins A

4. ZTXRBRFRE
Tk &3 ° REM
[8. %"Dm%iﬂgﬁ?ﬁ]
BHeE

A 2R

7 Jﬁg(;ft;gﬁlj%gﬁ, fiﬁﬁﬁ?‘]%ﬁ@ﬁ@ -
{ﬁﬂffﬁ%ﬁ\%ﬁﬁ%ﬂ ' | PR

RIES, (EITHI R o BETERTRR, “ENEL
fji?;;ﬁi%?é? B DA BIURIEN
\ J

[5. BRIEBEIVE P J

~




-

EXEBERAE El=
STATE Gﬁm = % .

CORPORATION OF CHINA

20155F12H23H, SBr=B# JEREERENE, EP=ANKERIBNRFEHE
BlackEnery B4 IE, EEin RREIHEHIRST ( SCADA ) EEFEIA, HiEEHER
FEEZINGR, SHERBIREEHNE, SRR AERIEE,

DDos
TF#HE
a5

L

FHEa
FIBR 55
s

l UIFEFRY (Windows. LinuxE3F)

T 5554 #
1] BT 45 i

X 18k
o wm SERR AR
EESTHY
v

KEFRI=E REGTMELUIRE




ol

Tl4=HIZE%E (Industrial Control Systems,ICS) , 2R EiEHIEEFOSCRTE]
ERE. WilsHIR SRR,

HPHERHIERESHERS (SCADA) | DHhzUEHIRS (DCS) . mlfmimisis
#lgg (PLC) . miE%im (RTU) . BREEFiRE (IED) , LINMRSJAHGEEHZEORA

HARYICSizHITEEE REFIEEE. HMI, TR 5% TRE=8nHFHE R
, EHIEISALIEEZIEEE, HMFUTERRE, et S4EF TRERICSRERISERF

AT,




BRERAAS 7|§ ‘H .

Tl=HRgGEEm T AIE:

(1) Q

PCS ESD HMI
SRR HIR S NRUSERSR AHNFE(Human

Machine Interface)

A

MIS SIS MES
ERERRS EridEEIMEEM EFFPITEERRS
(Management BERR (
Information System) Supervisory

Information System)




STATE GRID

CORPORATION OF CHINA

Hﬁéﬁl 7|(1E .

Tl=HRgGEEm T AIE:

WAARES T AEF-TRE, WRRE, MRl AKHRKGE, T, R, ISFEF. DCSHERKA
—MEFIZRE, BE—TEERARES, BESD. SANTRE, AEEHACIERA.

HIRFRN, SNEREERNIEHRGERETEATERY, BTREEEIEAERFRES,
AR AR r R WRIEE, PLCHE 2 AT L PRRERN DA,

It s, NENERRE, RIS RIRRSIRRENESISIT, BIRIT/AFSCADA
TR A. RTURIBZIRS, FFEEL&EEOLTIFESBEEA R AlTiRuh =,

IED

IEDE—# "&Eae" (CREN/MTRE, EaXREHE. SERSEEMMT IS EAESIFTERY
HeE, IEDAILIAG—MEIImAERE:, Eilllad, (RERRESIEED, BERSE, UKk—aI1r
BPHVEFIERS. ESCADAMIDCSRGIHEMAIED, AILAERNIARFISCIBEaMUES.

7

, EETTENNESES, B TINREFITRE, ESAPLCEENSCADAFIDCSEF AR




Egﬂ’z}ﬁ

STATE GRID

CORPORATION OF CHINA

SCADAZRSGHIAEFNIEMAEE

HAFECE

Control Center

Engineering
Workstations

Data
Historian

Control Server  Communications
(SCADA - MTU) Routers

e

Swm:heo Telephone,
Leased Line ar
Pwer Line Based
Communications

Radio
Microwave
or Cellular

T

B Z

) Wide Area Network )

—— Field Site 1 —

Modem .

PLC

— Field Site 2 —

WAN CARD

IED

—— Field Site 3 —




hit

Modbus

OPC

S7

DNP3

ICCP

IEC61850

PROFIBUS




Modbus
_ C-300/400 102 S7
_ allen-bradley 44818 Ethernet/IP
_ HC950 502 Modbus
_ Inline 1962 =]
_ ProcConOS 20547 fAE
_ 20000 DNP3
_ Mitsubishi 5006/5007 fAB
_ CP/CJ/CS/CQ/CV 9600 =]
_ Fox 1911 =]
_ FgERRi% 2404 IEC-104

10




EREAAT
STATE GRID

CORPORATION OF CHINA

BREE

RMERR

SRS HRITIN

RFLHTTE

RRHBHEE

RGPS R

ICSEZFHFEHPLC, RTU, DCS,
SCADAZE T \i=hhg & R Ft4a Rk

= {EAVxWorks, uCLinux,

debianZ: , HERIEFTEZHITIIEE
RIF B E S

EHBEMYEHRZI(0PC,
Modbus, DNP3%5)EiE(HERE{ER
TCP/IPHMY AR FRE{EFS

AofEh. WIBEERISERIMEEK
=, FEEETHERKRE

THRERENE |
ERBBRHTHRERIAINE |
RDHITERFERR , AHRFTEBILR
FEH T RIRAC

AR TP B TR EL
BNMABRS | WAL

STEe [

THE R SRS B BRI R T
BRI

1B FRIREERESE(Windows Unix
Linux3E) , THREFERTEA

TCP/IPHHYR(RIFBEIMNK : HTTP,
FTP. SMTP%)

RELRMENRAS | EEERR
HRER , AILUSHMERRE

KAEBAARS , AR |
PR TFHRIRE S |
B R AT RBONE

AR T RO FRBTE] BEIE AR |
RGtHERL IR A R B REIT 2R S5t
FKMRE




stEt (o

1. EZR S EFwebih = iR
NETEce =R\l

2. mAREEEN. B
. HfE&. 5505%FFE
3. MBERZEFZZTEI0N

1. KEp I EEETFMRERE
2@, RESHERIRFE
= SRR =Y oa) [ ESIS S A Epas
REFENB RS, B
IREIEIEHI T

EREE

2 BAERGE T vxworks, .Eilﬂ*&i')lﬂ TE,
uclinux&s wvs\appscan\sglmap\stratu
3. EEER_ERiEa T ERD sF

, KEBpEEE T pythonYf

2> TERGR

iR Ll




2 i el A 0 ‘




Egﬂﬁﬁl

STATE GRID

CORPORATION OF CHINA

DB

Master

Historian

sensor
(Slave)

Actuator
(Slavel




S

EIRE M 2\ 5]
STATE GRID

CORPORATION OF CHINA

TERREZEM

LEBFRFIZ 2RI

BT EE Tt SR ER F4 N T FeA R
BR8, RAEFNE—RASTHREMERFEST
T, SHESGEEXKRIET. T vxworkss.5
RATEIES NI,

2 KRB LR R TR EFaRR
ATEEHRGIRERFET TERMS
RERHRGFREMERS, BEALTRRSHMY
, BRSSEEBERET SE T T=AE.

3EAVE. HESERYRSERBER
RTFAETERAPHNESERIE—RRBRAE
FEXJURHCREERHTENIIERE, SEUMNR
RITRERME 2% S IIE R E.




EREAAS
s STATE GRID

CORPORATION OF CHINA

4.1 FHYHERISEIC A B ANRIPE(EIE N R

« TIEHIRFREERSER, REK—TEXE
HERIZEIC BN DllazHRSE, SXT
AHEHIRFERIZ SIS RARKRIEAD .

R

5. LIERRRE R T

- BEEAT, ITERGLERENT BEE—

ENE, —2REECRSIN, —2RS
B T RESERERRS, XERIRS
BRI,




N

-
o e g
g s EXRERAT r‘ .
;‘g’} STATE GRID Xl Pt
‘bb g CORPORATION OF CHINA

PORN

SRAAHEIEXER, FEERAWIRE

w

Eﬂ%ﬁ%ﬁ%%4

® IZHIRFAUCHEERFAENE. BEFZNHEIERAES, WTHRRET%®
EHIMER/EA—F, SREEIGRIRPIFIXEIEEEA—F. Bk, EHR
SR, REEREN, EHRFERARFEREZENER/BEMZZDRA
, TIRMBAZPRNLERAMEEREE. MERRTEARNTEHRFHISAMH
THATD T, TWEE EBFEESE, FELEREAIEHRFELZ S,
RHBXEENE, FEERAXIFREE.




-

’\% ExXERAT })—(L .
STATE GRID L

.?‘.0

o

3 "Jﬁ
‘ PORN

L |
&
P S

/ MIEREHIER—F KIERIB RS

® WRIRREIASLREBIRES MR, BHRIER, st ITIEHRFRINEREZE
aptItdy, WSRIEFRFERIERR, 3348, MEFERENBNESH. RidkR
BHEARMAARATENSER, REGHIERE, MEUBEHSE. BUYAIBA
RAVEFHBOEENADSER "BE" EANERENANGE. WRAZBMZSHY
IREEIRSSIREIIFEIN, WEREHN T F, NERBEHANDIZFH AT —
LW,




-
L L

iy Exema N i
WS’ STATE GRID e
v %.w 3 CORPORATION OF CHINA

ERIVERZ NS ENR AT

o [EEEREEMIATAR, BANRFNERUMEENWKFELIES, EENRS
EHRFEFBEKERMETCP/IPHNY, JT3ZEFTP (vsftp) . HTTPENAEMMY,
{EFASQLServer, OracleZHEHAUREHITEIEFME, BEETWebHEEEER
%8, 550<. SQLEAN. HARREFERKRMERZEREMRRE LI EFT
£, BUERINERZEMN, HEFRETERFEIEILAER.




-
ol o’\. £a AT
iy Sranan R

% 4 SORPORATION OF CHINA
Loy b

Modbustim¥ &1} :

Modbus M EN AT FEHE LR—MBRIES. ER—FMERRAI IZHIER
W, E1979FKARY, BREXFE—NTHEIERTLIE=HIRIS MY, By, ZHlzsE
BZiE)., #=HREmEME (FIILAKK) MIEEREZETIEE. BefmA— @A
. BTE, AR BEFREIRELAER T MES, #TEFisE. W EN T
— N EHIRRESARERNER SN, MAEE( IR AMMEHITEER. elid T —&=H
SRiaNREBIRERIERE, NRENREHEHBIREIER, UNREF SRR,

CHIE T SR BANEIIARIER, LE—Modbusi BER, HHRET
IS AEE T MRS, REIH SSRATEE, AEE AR T, R
BEEN, EHISREERRIESEIAModbus ik, EHERMELE, G4 T Modbus
UM B TR IS IR A, SRR Ity R T AR SO Rkt
HBht, BRERERER RIS,

20
I




¥ Stare Gam KUK B

CORPORATION OF CHINA

G THAERD A




2 i el A 0 ‘




STATE GRID

CORPORATION OF CHINA

T=HRstHE AR A :

02 PLCScan
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master
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vXwWorks

auxiliary/admin/vxworks/wdbrpc_memory_dump //
auxiliary/admin/vxworks/wdbrpc_reboot Il
auxiliary/scanner/vxworks/wdbrpc_bootline Il
auxiliary/scanner/vxworks/wdbrpc_version Il

SCADA

auxiliary/admin/scada/modicon_command //

auxiliary/admin/scada/modicon_password_recovery //

auxiliary/admin/scada/modicon_stux_transfer //

auxiliary/scanner/scada/digi_addp_reboot //
auxiliary/scanner/scada/digi_addp_version //
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PLCScan2HEYMEZEHZAScadaStrangeLove AR —F TR, BT HEBIMN_ERY
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scada-tools-master

get_seed_range.py
lec-60870-5-104.py
lec-61850-8-1.py
lec-identify.nse
mms-identify.nse
profinet_scanner.noscapy.py
profinet_scanner.scapy.py
profinet_set_fuzzer.py
profinet_set_network_info.py
s7-1200 brute offline.py
s7-1500 brute_ offline.py
s7-packet-structure.py
s7-show-payloads.py
s7_password _hashes_extractor.py

show_byte_sequences.py 26
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nmap-scada-master{Z 2150

enip-enumerate.nse s ik 000000 SO

modicon-info.nse enumerate.nse.
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nmap-scada-master{5 25 NS5 :

Cipth¥{SE3R=M (enip-enumerate.nse)
nmap -p 44818 --script enip-enumerate.nse 219.138.231.74

:Tusr/share/nmap/ scripts# nmap -p 448

Starting Nmap 6.47 ( http://nmap.org ) at 201605
Nmap scan report for 219.138.231.74 .
Host is up (0.0076s latency)

PORT STATE SERVICE

44818/ tcp open EtherNet/IP

| enip-enumerate

|  Vendor: Rockwell Automation/Allen-Bradley (1)

| Product Name: 1766-L32BWAA B/15.00

|  Serial Number: 0x40638b9d

|  Device Type: Programmable Logic Controller (14)
|  Product Code: 90

|  Revision: 2.15

|. Device IP: 219.138.231.74

: /usr/share/nmap/ scripts# nmap -sV -Pn “jkS02"->

btarting Nmap 6.47 ( http://nmap.org ) at 2016-05-1
\map scan report for 179.181. 141, 122. adsl- pool. jlccpt
ost is up (0.056s latency)

PORT  STATE SERVICE VERSION

b02/tcp open Modbus

bervice detection performed. Please report any incorrect results
\map done: 1 IP address (1 host up) scanned in 17.37 seconds

. /fusr/share/nmap/ scripts# nmap -p 24048-¢

Starting Nmap 6.47 ( http://nmap.org ) at 2016- 0{ 12 ‘14‘17 CST

Nmap scan report for 58.51. 36. 221

Host is up (0.0089s latency).

PORT STATE SERVICE

2404/ tcp opon IEC 60870-5-104

] iec- ide

ont / recv: 680443000000 / 680483000000

startdt sent / recv: 680407000000 / 68040b000000 3
c_ic_na_1 sent / recv: 680e0000000064010600ffff0000001
asdu address: 65535

’“?Vmap done: 1 IP address (1 host up) scanned in 2. 65 seconds

: /usr/share/nmap/ scripts# nmap -p {482 % scrlpt s7-e

tarting Nmap 6.47 ( http://nmap.org ) at 207

b map scan report for 61.146. 207. 82

t is up (0.015s latency)
0 STATE SEl
102/ tcp open iso-tsap
i| s7-enumerate:
: 6 S7 318-3ELO1- 0ABO
re: 6ES7 318-3ELO1- 0ABO

C 300- Station
Hodulo Typ: '9-3 PN/ DP
Serial Number: S C37T107662012
Plant Identification: 2010. 1. 425
Copyrigh Ori mens Equipment

ervice Info: Device: alized
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